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Financial 117. foganisuiulsdlassadionil
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2. WHAT IS THE RISK?
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3. RISK AND SECURITY
MEASURE

Likelihood x Impact = Risk
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4. RISK AND PERSONAL DATA BREACH
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CALCULATION OF THE SEVERITY (SE)

DPC xEI+CB=SE

SE<2 Low Individuals either will not be affected or may encounter a few
inconveniences, which they will overcome without any problem (time

spent ing i etc.).

2<SE<3 Mediurm i may ignif i i which they will
be able to overcome despite a few difficulties (extra costs, denial of
access to business services, fear, lack of understanding, stress, minor
physical ailments, etc.).

3 <SE<4 ivi may ignil which they should
be able to overcome albeit with serious difficulties (misappropriation of
funds, blacklisting by banks, property damage, loss of employment,
subpoena, worsening of health, etc.).

may i or even irreversible,
consequences, which they may not overcome (financial distress such as
substantial debt or inability to work, long-term psychological or
physical ailments, death, etc.).
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EASE OF IDENTIFICATION / El
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—> Negligible (0.25)

—— Limited (0.50)

—> Significant (0.75)

L——> Maximum (1.00)

ENISA wugdiliiansanitteyadiuyanaiignazilindaudielunisssymnuiieda 89 ENISA svy
sgauanudglunsszyinu laun deyate-unuana Yeyatnsuseuvu malete lavuseiudiny
Toyaruasinsdni/Joyaaniuiegerde Email sUntn svia/unuwly/dnwsge 1anuielunissey

fnuiiedn Fauwsazdoyawieantd 4 seAutiadu Ml seasdeausingmuieindne

CIRCUMSTANCE OF BREACH/ CB
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— Confidentiality Breach (0.00/0.25/0.50)

—= Integrity Breach (0.00/0.25/0.50)

— Availability Breach (0.00/0.25/0.50)

——— Malicious Intent (0.50)
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EXAMPLE
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